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ABSTRACT 

Data protection is now more important than ever to protect against hacking due to the Internet's 

explosive development in text transfer. Many encryption and decryption algorithms are used to 

offer a high level of security, including DH (Diffie Hellman), RSA ( Rivest Shamir-Adleman), and 

AES (Advanced Encryption Standard).However, these algorithms frequently call for large key 

sizes, which can make implementation difficult. In this article, a hybrid technique for data 

encryption with RSA and AES with LZW (Lempel-Ziv-Welch) compression technique is proposed. 

This thesis mainly concentrates on evaluating the effectiveness of text data encryption and 

decryption methods utilizing the AES and RSA algorithms, LZW compression, MEGA cloud 

storage and Cyber Ghost VPN for safe storage and internet access. The paper highlights how 

these methods increase algorithm strength, key generation, and decryption speed to guarantee the 

security and privacy of sensitive user data. The goal of this research is to provide a secure data 

transport solution that overcomes the shortcomings of existing encryption techniques. The 

difficulty of key size in encryption methods, which might provide employment issues, is the issue 

that this work attempts to solve. The suggested method seeks to offer a quick and reliable way to 

encrypt data using the strength of RSA and AES Cryptography together. The study's findings 

show that the suggested method is quick and secure. Implementation and performance analysis 

using Python 3.11 (64-bit) shows the efficacy of the suggested strategy. For implementation and 

performance analysis we use  "Design of Technology Integrated Shredder Machine" project of 

data set size 4,616,263 bytes before compression. After compression, the file size reduced to 

4,475,411 bytes. based on results,the proposed algorithm improve the original RSA key 

generation time is 3.336312 second or 100.00%,encryption time of AES by RSA 0.015691 second 

or 0.01%,the decryption time of RSA 0.015624 second or 0.01%,the encryption time of  

compressed data by AES 0.000011 second or 0.00% and the decryption time of compressed data 

by AES 0.0000012 second or 0.01% but when we encrypt the by AES alone ,the encryption time is 

0.07812s or 47.75% and the decryption time is 0.08546s or 52.25 % as the result of this 

performance investigation, the proposed or AES and RSA hybrid algorithm is very fast and 

secure than the individual once. 

Key Words: Advanced Encryption Standard, Cryptography, Decryption, Encryption



  

  1 

CHAPTER ONE 

1. INTRODUCTION 

1.1. Background of the study 

A network of distant computers hosted online is referred to as a 'cloud' in the computing 

industry. The functions of these computers are data management, storage, and analysis. 

Through the use of the internet, cloud computing enables users to make use of services 

and assets, doing away with the necessity for local gear and software to perform 

computer tasks .The cloud makes it possible for remote access, configuration, and 

modification of hardware and software resources. Users can benefit from a range of 

advantages provided by cloud storage, such as increased service flexibility, less effort for 

storage management, location-independent data access, and platform independence. 

Scalability, efficiency, and flexibility are just a few of the many advantages of cloud 

computing. It enables businesses and people to instantly access strong computer 

capabilities without having to fork over a lot of cash for pricey hardware and software. 

By doing this, the computer won't ask to install any local programs. The initial costs are 

lower, and copies of the data are kept on several servers located in different geographic 

areas. Only changing the reference to the object's storage location is necessary to repair a 

failed service. Users back up their data and transfer it to an alternative cloud service 

provider. This situation calls for improved customer service. It provides information, 

help, and data storage for the whole internet [1]. Hybrid Cloud is the final option. Most 

cloud computing services are Infrastructure as a service (IaaS); Platform as a Service 

(PaaS) and Software as a service (SaaS) [2]. 
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Figure 1.1 Model of Cloud Service 
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prices raises questions about their reliability [3]. Cloud storage decreases the amount of 

gear and software that users need to utilize it; it may store your digital content, such as 

files, documents, images, videos, and music, on remote servers that can be accessed 

online. Instead of being stored locally on your computer or external hard drive, your data 

can be uploaded to a cloud storage provider's server and viewed from any device with an 

internet connection. Cloud storage companies frequently provide a choice of storage 

options and pricing alternatives in order to meet a range of demands and budgets. Popular 

cloud storage providers include Mega, Google Drive, Drop Box, Microsoft One Drive, 

and I Cloud. 
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Figure 1.3 Cloud Storage Structures 
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security and privacy threats and data breaches. When choosing a trustworthy cloud 
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storage provider to protect your data, you need thoroughly consider your options and 

make an informed decision [4]. 

We utilize MEGA cloud storage and Cyber Ghost VPN to safely store our data in the 

cloud. MEGA asserts that before entering the company's servers, every data saved in the 

cloud is secured on the user's device. With Mega, we can obtain up to 20 GB of free 

cloud storage. It provides safe end-to-end encryption to assist prevent a privacy 

compromise. You can obtain the whole 20 GB without paying if we finish our duties. 

Sharing links in a fashion that requires a second portion of the URL, essentially acting as 

a password, before the receiver may decode the content, is an intriguing feature. Our files 

viewed and updated via a browser, the desktop sync client, or the mobile app, making it 

compatible with a number of operating systems like Android, iOS, Windows, and others. 

Cyber Ghost can be a useful tool for safeguarding user data by encrypting internet traffic, 

hiding the user's IP address, and watching out for online risks. By acting as a middleman 

between your device and the internet, a virtual private network (VPN) hide your real 

location and provide the impression that you are surfing from a different area. Through 

the usage of services like Cyber Ghost, which encrypt internet traffic and mask user IP 

addresses, user data protected [5]. 

Users of cloud storage manage how the resources are used because they are shared, 

lowering these risks. They need to make sure that only those with permission may access 

the data in order to reduce the chance of losing control of it. Make sure the data is 

exchanged and stored in the cloud securely as well. One of the most popular techniques 

for protecting data privacy is data encryption with cryptography [6], which provides a 

variety of options for safeguarding data to retain its private and confidentiality. Data 

encryption ensures that your privacy will be protected by the cloud service provider. Key 

management, encryption, and decryption are requirements for all cryptography schemes 

.AES and RSA are used in the encryption and decryption procedures. Text files are 

crucial for giving information, especially in remote sensing. Nowadays, text files are 

utilized and depended upon more and more for information storage and transfer. Text 

files are a particular type of digital or computer-based, non-executable file that are 

structured as lines of electronic text and contain letters, numbers, symbols, or a 
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combination of these. Text files are collections of textual data or information that can be 

read by humans [7]. Also kept in, plain-text or rich text forms. Although software 

developers, often employ user-created and stored documents to store programmed data. 

All human language communications take the form of plain text or clear text. This 

includes any correspondence between you and me. This means that, if the message is not 

in any way formalized, anyone who understands the language may understand a message 

in plain text [8]. As a result, we must now utilize coding schemes to make sure that 

information is concealed from anyone for whom it is not meant, even those who can view 

the coded data. Digital text files make up a significant portion of our daily 

communication. The process of gathering, processing, and exchanging text files across 

numerous interpersonal and unrestricted communications has become more sensitive as a 

result of phones and computers. Text is preserved and later used by many applications 

[9]. 

There must be adequate security measures and protection against the fact that many 

fields, including the military and the medical industry, contain critical text information. 

Sensitive data must be encrypted, and encryption algorithms are made to assure data 

security, confidentiality, and access by authorized parties only. Processing power and 

storage capacity, however, are quite important on computers and even in the cloud. We 

use compression techniques to shrink the size of text for storage and transition bandwidth 

[10]. 

Text compression often reduces the total file size by identifying related strings within a 

text file and replacing them with a temporary binary representation. By identifying 

recurring sequences and swapping them out with shorter representations, computers can 

compress text similarly to how people do [11]. 

Compression is a method for reducing the size of data files, which leads to a decrease in 

the amount of storage space needed, faster transmission, and faster read/write file times. 

Both lossy and lossless compressions are types of compression. Certain original files are 

shrunk through lossy compression to reduce file size. It's crucial to reduce the number of 

colors in an image or music file as a consequence. After employing lossy compression to 
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compress the file, the quality is only slightly reduced, and the erased data cannot be 

recovered [7]. 

The quality of the files is not at all impacted because lossless compression does not result 

in data loss. When a file is lossless, it may be reconstructed from its original state. Text, 

executable software, spreadsheets, and other file kinds can all be compressed using this 

technique [12]. We choose lossless text compression over other methods because it 

provides the highest level of security and quality for the most text-intensive fields, such 

as the medical and military fields. 

Encryption is the process of converting authentic content into an incomprehensible 

format so that it may be secured against unauthorized users by utilizing a cryptography 

technology. It serves as a safeguard against unauthorized access to sensitive data. As a 

result, obtaining the original data is incredibly difficult for an unauthorized user. The 

most effective algorithms must have completed testing in order to meet the security 

standards that protect the encryption process [13]. When a text input is subjected to a 

symmetric or asymmetric encryption technique, cypher text is produced. 

The terms "crypt" and "graphein," both of which imply "study and writing" and "hidden 

or secret," respectively, are the roots of the word "cryptography," which has Latin 

origins. Sender and recipient both have serious concerns about information security 

during data transfer [14]. This is where cryptography is essential. As a result, one method 

of securing communication across a network is to use cryptography to transform readable 

(plain) text into unreadable (cypher) text. Applications in the military and healthcare 

utilize it to encrypt data (audio, video, image, and text).In the field of cryptography, there 

are several distinct types of encryption methods. Asymmetric and symmetric encryption 

techniques are both present in this work, though. 

In symmetric encryption, the private key is the only key that may be used to encrypt and 

decode text. Modern times may see the use of a mix of letters, numbers, and other 

symbols to create a special or symmetric key. Before transmitting an encrypted 

communication to a recipient via the internet, the sender must first provide them the 

recipient's private key, which is used for encryption. The sender needs to find an 

alternative technique than using the internet to deliver the receiver this encryption key. 
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Symmetric encryption techniques are widely employed for encrypting or transmitting 

massive volumes of data [15]. International Data Encryption Algorithm (IDEA), Data 

Encryption Standard (DES), Rivest Cipher 4(RC4), Rivest Cipher (RC5), and Triple Data 

Encryption Standard (3DES) typical algorithms include the Caesar cypher, BLOWFISH, 

Advanced Encryption Standard (AES), and TWOFISH. 

Asymmetric encryption uses two keys, a private key and a public key. A separate 

encryption key is used for both text encryption and decoding in order to provide secure 

communication between two parties. Sender must provide recipient access to the sender's 

public key for encryption in order for them to communicate .Asymmetric encryption 

algorithms are often used for public key encryption, private key decryption, private key 

signature, public key verification, small bits of sensitive information encryption, digital 

signature, and other reasons. Public key encryption is a term that is used to describe 

asymmetric encryption [16] RSA, DSA, and ECC are a few well-liked algorithms [17]. 

1.2. Research Problem 

These days, digital text is utilized mostly through a network and has become an 

indispensable source of information. Text from many sources is presented to the globe on 

a daily basis. Data on a high level of secrecy are frequently found in the majority of this 

material. Cloud computing without a doubt offers a number of benefits, but there are also 

some security concerns.  Since we are aware that someone else has access to our sensitive 

data and that we don't have complete control over our database, we must take 

precautions. Therefore, it's possible that hackers could access our private information or 

sensitive data if the security of a cloud service were to be breached. Attackers 

consistently try to extort the owner of these private texts in a variety of ways by 

attempting to steal, harm, or use them as leverage. Additionally, recent times have seen a 

lot of interest in the security of digital text. Since people can now exchange digital 

multimedia with others conveniently over the internet, the Internet's rapid development 

and widespread application of technology, it is necessary to suggest a strong method of 

protecting these texts against various types of attackers. Although numerous studies; were 

done using RSA, DES, AES, and other techniques to improve data security [18]. 
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The suggested strategy's efficiency could have been more robustly demonstrated through 

an evaluation and comparison study. The first problem in this work, the data is encrypted 

before being temporarily stored on the cloud by those algorithm AES, RSA, DES, 3DES, 

the encryption before upload is the good work but, when we encrypt our data, the 

encryption and decryption time is high or the length of key is only for small data or the 

key is break. The second problem is again they pose a potential security risk during 

upload because our location is seen by others. The third problem is the memory size  of 

our data we want to upload to cloud because of our data redundancy. The forth and the 

last problem in this work is where we upload our data (storage free size, end to end 

encryption) is the other problems in exist papers [19]–[21]. 

1.3. Research Questions 

1. Which algorithm is better for text encryption and decryption? 

2. Which algorithm is better for text compression and decompression? 

3. Which cloud storage providers are better for store user sensitive data? 

4. How we hide our IP-address when we upload our data to cloud or which VPN is more 

better? 

1.4. Objective of the Study 

1.4.1. General Objective  

The aim of the thesis is to enhance text security using hybrid cryptography with LZW 

compression. This system will require an input that is successfully encrypted using 

hybrid algorithm techniques and store them anywhere by using cryptography algorithm 

both symmetric and asymmetric encryption by combining AES and RSA for more 

secure sensitive user data store on cloud.  

1.4.2. Specific Objectives  

 To select better algorithm for text encryption and decryption. 

 To select better algorithm for text compression and decompression. 

 To select better Cloud storage provider. 

 To select better Virtual Private Network (VPN). 
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 To collect data from individuals and Department to encrypt and decrypt. 

 To compress data for minimize its size. 

1.5. Significance of the Study 

More organization and individual use Cloud Computing for store or save their sensitive 

data on remotely space. Detouring this time, every organization and individuals 

(healthcare, military, telecommunication, medicine, transportation and business 

institutions) are more success if secure their data by using hybrid algorithm (RSA and 

AES). Therefore our work can be applied in these areas. This research work helps and 

satisfies different organization by improving real time text encryption and decryption in 

different fields. Some of the significant is:- 

 Optimize the key generation of AES and RSA algorithm. 

 Minimize the time to encrypting and decryption. 

 Fast and secure communication. 

 Provide greater security performance in text encryption without difficulty. 

1.6. Scope and Limitation of the Study 

This Research is discussed the AES and RSA for text encryption performance, security 

and its shortcoming. Then it attempt to propose an algorithm overcome these 

shortcomings. The research is limited to improving text security and speed of text 

encryption, decryption and key generation of AES, RSA and LZW compression. The 

proposed algorithm performance is compared to that of original AES and RSA because 

the new algorithm is taking the advantages of them to gather rather than single of them.  

We design secure user data stored on cloud by cryptography algorithm. It focuses on 

Securing text user data by using AES and RSA encryption techniques during storing and 

retrieval of text document stored on cloud. Comparison to other algorithms is not 

allowed. As a result, comparisons with other algorithms based on various metrics are not 

included in this study. The algorithm's ability to encrypt and decode text files is first 

verified by the research, and then the algorithm's encryption and decryption times are 

examined. Lack of free cloud tools is the study's restriction; laptop PCs are used for 
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installation and testing. As a result, the researcher is compelled to employ a relatively 

limited set of data. 

1.7. Organization of the Study 

There are 7 sections to this Thesis. The Review of Literature in my subject is expressly 

noted in Chapter 2. The Methodologies of Research are explained in chapter 3 Proposed 

Architecture and System Design was presented in chapter 4; Results and Analysis in 

Chapter 5. Conclusion and Future works in chapter 6 and submission of Reference in 

chapter 7. 
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CHAPTER TWO 

2. LITERATURE REVIEW 

2.1 Introduction  

This chapter presents securing of sensitive user data stored on cloud by encrypts the data 

using AES and RSA algorithm and Text compression. An overview of the Cryptography 

is provided at the outset of the chapter's content. The Algorithm both Symmetric and 

Asymmetric, LZW compress discussed in details; furthermore, the various approaches of 

Encryption and decryption are explained in detail in this chapter. Lastly, in this study, 

some related Cloud security by Cryptography algorithm is discussed in detail. 

Importance of Security 

One of the key problems in the computer environment is security, which limits the data 

availability, confidentiality, and integrity. To achieve strong security and shield the text 

data from hostile assaults, several researchers and academics have offered various 

security schemes. Modern applications such as defense databases, bank finances, mobile 

computing, personal communication, etc. all place a high priority on text data security. 

Text share cryptography might be crucial, especially for applications that need 

authentication based only on shared keys kept by many parties [22]. 

We require robust techniques to safeguard our data so that it is not exposed to an attacker 

since security in text transmission is difficult during the transformation of text for 

purpose of communication. Text should be secured before being sent from the sender to 

the recipient in order to prevent this. Researchers suggested several approaches and ways 

to maintain security for text data transfer, with encryption and data concealing being two 

of the most often utilized methods 
[35]

.Security is ensured through encryption. The issue 

with encryption, however, is that after several attempts, hackers and attackers may start to 

lessen their activity. Data concealing is another technique, and the data might be in the 

form of text, images, sounds, or videos [23], [24]. 
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2.1. Introduction to Cryptography 

Making a system of protocols to turn plain text into cipher is the goal of cryptography. It 

is a technique used to ensure that all of a file's contents are transmitted with the utmost 

confidentiality and are unaltered. Information privacy must be maintained through 

cryptography. In order to decrypt a file that has been encrypted using cryptography, a 

hacker needs the keys, so the file cannot be read by hackers even after it has been 

compromised. So, a crucial tool for protecting communication during transmission is 

cryptography. The fact that cryptography uses undisclosed methods to transport 

information over networks prevents hackers from easily deciphering sent data is another 

benefit [25]. 

The original message, secret message, or information that has been encrypted but is still 

legible is referred to as Plain Text in cryptography. Cipher text, also known as encrypted 

text, is data that has been transformed from the original data with the use of a key. Key: 

The method or process of turning original data into unreadable form with the use of a key 

is known as encryption, whilst the opposite process is known as decryption. The string of 

words or any value that is utilized for converting readable data to unreadable and inverse 

is known as the key. Cryptography is often divided into two categories: symmetric 

cryptography and asymmetric cryptography. When using symmetric or private key 

cryptography, only one key is needed for both data encryption and decryption; however, 

when using asymmetric or public key cryptography, two keys are required: one for data 

encryption (private key), and the other for data decryption (public key) [26]. 

 

 

 

   

 

Figure 2.1 Classifications of Cryptography Algorithms 
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When data is being transmitted over a network, cryptography provides authentication for 

the data. We must transform the data into a distorted format in order to protect our 

sensitive information from unauthorized individuals. Thus, using various algorithms like 

International Data Encryption Algorithm  (IDEA),Data Encryption Standard 

(DES),Triple Data Encryption Standard (3DES),Data Structure (DS), Blowfish and ECC 

to encrypt text data, cryptography is the most effective and well-known method for 

doing. 

2.1.1. Symmetric Cryptography 

The symmetric encryption techniques, as we just established, encrypt and decode data 

using the same single key. Each algorithm has a unique way for encryption and 

decryption data, and each one will employ a block of data that is a defined size and a key 

that is a fixed size for both operations [8]. 

These algorithms only let the entry of the English alphabet, certain symbols, and numeric 

numbers. As a result, the output (cipher text) will be created as a document using only 

special characters, alphabets, numerals, or any combination of these. This algorithm's 

primary advantage is its low computational complexity and quick processing speed 

during encryption. Compared to the asymmetric approach, symmetric is quicker. When 

the encryption key and decryption key used in an algorithm are the same, the algorithm is 

said to as symmetric and uses a single key. For the encryption and decryption processes 

to work, the key must be made available during communication [27]. 

 

            

                                                                                                                                                              

                                                                                                                    

 

 

 

Figure 2.2 Symmetric Key Cryptography 
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Due to its simplicity of usage, symmetric cryptography has lately grown in popularity and 

is now used in a variety of applications. Key sharing can occasionally be insecure with 

symmetric approaches since only one key is used on both sides of the transaction. 

Although symmetric key cryptography is quicker than public key cryptography, all 

private key cryptography will be useless if the adversary already knows the secret key. 

As a result, the key must be kept a secret while communicating. The secret key might be 

physically exchanged between these parties. However, it is not an acceptable solution for 

parties to physically exchange keys when they are separated by a geographical barrier. 

While other researchers use DES, 3DES, BLOWFISH, and AES to encrypt and decrypt 

text, we instead use a combination of symmetric and asymmetric key cryptography 

because there is only one key that can be used for both encryption and decryption [28]. 

2.1.2. Asymmetric Cryptography 

Asymmetric key encryption is a method that allows for the use of different keys for 

encryption and decryption. In this instance, the public key set is the first key set. 

Secondly, we kept it a secret. Similar terms for "public key encryption" might be used to 

describe both of these keys [29]. 

 

                                                                                         

 

 

 

Figure 2.3 Asymmetric key Cryptography 
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the two, we can protect our file more effectively. For these theses, we select RSA from 

asymmetric key cryptography and AES from symmetric key [30], [31].
 

Table 2.1 Comparison between Symmetric and Asymmetric Cryptography 

Symmetric Asymmetric 

Use algorithm like 

AES,DES,3DES,RC4 

Use RSA, Diffie-hellman, DSA Algorithm, 

ECC 

Symmetric encryption is fast in 

execution 

Asymmetric encryption is low in execution 

because of high computational burden 

Use only one key for both 

encryption and decryption process. 

Use two different keys one for encryption and 

one for decryption process. 

The best benefit of this algorithm is 

confidentiality. 

Best benefit is confidentiality, authenticity and 

non-repudiation. 

Simple form of encryption. Complex form of encryption due to high 

computational. 

The decoded text is less than or 

equal to the original text. 

The cipher text is larger or equal to the plain 

text. 

Used to encrypt large amount of 

data’s 

Used to encrypt small amount of data’s 

Secure for both provider and user. Secure only for user. 

 

To implement the encryption mechanism, several techniques are available. There are 

DES, 3DES, Elgama, Diffie-Hellman, and more algorithms. The diffie-helmman, DSA, 

RSA, and AES are discussed next [32]. 

First used in 1976, the Diffie-Hellman key agreement technique was developed by 

Whitfield Diffie and Martin Hellman. For generating shared secrets via insecure 

networks, it is the first practical method. Diffie Hellman is, in other words, an encrypted 

end-to-end key exchange system that provides sufficient information to two parties to 

allow for secure communication without the need for a secret key to be disclosed. It is 

used to exchange keys between sender and receiver. One private key and one public key 
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are used in these key exchange systems. In order to create the secret key utilized in the 

encrypted key exchange, two parties' public keys and private keys are combined. The 

parties, who may not have previously met, make use of the shared secret key in their 

subsequent communications [33]. 

The message is encrypted by the sender using both private and public keys. The 

recipients then decrypt the encrypted message using their own private key as well as the 

sender's.  

However, the DH key exchange does not allow for the use of signing or digital 

signatures. Key exchange is susceptible to man-in-the-middle attacks since it doesn't 

verify any parties involved in the key exchange. 

A. Digital Signature Algorithms 

DSA is the name of the other public key cryptography system that is employed for data 

authentication and integrity checking. DSA was performed to enable SHA-based 

signature creation and validation. Using its private key, a sender can create a digital 

signature to encrypt a message before sending it to a recipient [34]. 

The recipient can then use the sender's public key to validate the signature once they have 

received the message. When it comes to signing and confirming, it is compatible with 

DSA. However, the computation and validation required by DSA are substantial. Only 

used for authentication, the data is not encrypted. Cryptocurrency using DES 

Cryptography algorithm. 

B. DES Encryption Cryptography 

It stands for the 1977-founded Data Encryption Standard. Digital data is encrypted 

using a symmetric key technique known as DES. DES encryption divides the plain-text 

into two equal halves and then uses a 56-bit key and 64 bits of plain-text to create a 64-

bit cipher text, or encrypted form of the data. The DES encryption method only 

employs 56 bits of the key length, even though the block size is 64 bits (the remaining 8 

bits are used simply as check bits). No of the key length, DES needs 16 rounds of the 

same procedures. When used against DES, linear crypto analytic attacks are highly 

potent. It is susceptible to brute force assaults because of the weak keys, the limited 



  

 
 

17 
 

amount of operations in DES, and the ban on permutation combinations. It is less 

secure than AES because of its short key length of 56 bits, which is inadequate to 

protect the bulk of current applications that rely on encryption [35]. 

C. 3DES Encryption Cryptography 

Triple Data Encryption Algorithm, sometimes referred to as 3DES or TDES, is its full 

name. This symmetric-key block encryption applies the DES algorithm three times to 

each block. It has a 112 or 168-bit key length and a 64-bit block size. It is based on DES 

and makes use of the Feistel network.  Since DES's key length is too short, 3DES was 

developed as a more secure replacement. Even though the DES algorithm is iterated 

through three times with three keys, 3DES cannot be considered secure without the usage 

of three unique keys.  

Standard DES's flaws became increasingly apparent, leading to the use of 3DES in a 

number of applications. It was one of the most often employed encryption methods 

before AES became well-known. Modern cryptography techniques and super computers 

have led to certain severe weaknesses in 3DES, just as the DES. 

D. AES Encryption Cryptography 

2001 saw the development of the Advanced Encryption Standard. After triple-DES was 

found to be slow, AES, which is six times faster than triple-DES, was created. Today, it 

ranks among the most popular symmetric block cipher algorithms. It works with bytes 

instead of bits. AES is yet another type of encryption that prevents malevolent actors 

[36]. It is among the most effective encryption techniques in use today. AES effectively 

strikes a balance between speed and security, allowing us to continue using the internet 

without interruption. 

AES is a form of symmetric encryption since it uses the same key for both encryption and 

decryption. The three distinct AES key sizes are 128, 192, and 256 bits. Depending on 

the length of the key, there are several key combinations. It uses the substitution 

permutation network and differs structurally from earlier encryption techniques. 

Consequently, we choose to employ AES [37]. 
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The essential objectivity to fulfill the following fundamental security services: - 

Confidentiality: is to prevent the protected data from being disclosed without 

authorization. The possibility of a growth in the number of access points due to the fact 

that several devices and apps can access cloud storage raises the risk of unauthorized 

disclosure. Therefore, new techniques like encryption must be used in order to guarantee 

the privacy of the data saved in cloud storage [38]. 

Integrity: Protecting data from being altered by unauthorized individuals is referred to as 

maintaining data integrity. Authorization procedures are used since it is a severe problem 

in the cloud environment. For each authenticated user to prevent access from 

unauthorized users, the authorization provides the access privileges [39]. The protected 

data must be assured that only authorized entities are able to access it, nonetheless, due to 

the rise in access points and system entities. An effective way to guarantee data integrity 

in a cloud context is through the implementation of a digital signature  

Availability: Information accessibility refers to enabling authorized parties to access the 

data when required. These security services may be offered using a variety of more 

powerful tools and approaches that cryptography offers. One cryptography method is 

encryption, which uses a set of guidelines known as an encryption algorithm and an 

encryption key to convert data into cypher text. Data may seem radically different from 

the initial data and appear random as a result of this. The receiver will then get the cypher 

safely, and using a decryption key, they will be able to use it to restore the original data. 

Both the data encryption methods AES and RSA are examples of data communication. 

Advanced Encryption Standard (AES) and RSA (Rivest, Shamir, and Adleman) are both 

acronyms for encryption technologies [40]. 

2.1.3. AES Algorithm 

NIST, the National Institute of Standards and Technology, is responsible for publishing 

AES. Advanced Encryption Standard, which goes by the abbreviation AES, is a 

Symmetric Encryption algorithm. Two Belgian Cryptographers named Joan Daemen and 

Vincent Rijmen created AES. AES is helpful for converting plain text into cipher text or 

other unintelligible forms. Only the right password can decode encrypted text when the 

original or plain text is required 
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AES has a 128-bit minimum key length and is suitable for a variety of applications. 

Furthermore to having a good length, the key also resists timing and power attacks, 

despite the fact that there were few available resources. With the Advanced Encryption 

Standard (AES), various techniques are used to provide security. AES is better, but it 

falls short of the essential level of security in some situations, such as those involving 

brute force attacks. As a result, Rivest-Shamir-Adleman (RSA), a further layer, is 

incorporated into AES. The security issues caused by Trojan horses and brute force 

attacks are eliminated by the RSA method. The data is more securely guarded from 

assaults as a result of the two-layer strategy. The AES utilizes various three keys with 

their respective rounds and a constant block size of 128 bits.192 bit keys have 12 rounds, 

128 bit keys have 10, and 256 bit keys have 14. AES has 3 Block ciphers, namely [41]: 

AES is a block cypher with a symmetric encryption technique. The AES algorithm's 

operation may appear complicated, but it is actually rather easy to comprehend. AES 

contains three block cyphers, including: 

AES-128: A key is used to perform the encryption and decryption procedures. This block 

cypher, which is also the least secure of the three accessible blocks, encrypts and decrypts 

messages using a key that is 128 bits long. Despite the fact that AES-128 has never been 

compromised, its resistance to brute-force attacks is concerning. AES-128 has some 

security flaws, yet it is still highly quick and effective at encrypting data. The technique 

encrypts data in 10 cycles with 128-bit keys [42]. 

AES-192: It uses a key that is 192 bits long for the encryption and decryption of 

messages. It is more resistant to brute-force attacks as compared to AES-128 because it 

has a longer key, thereby more secure. Despite this, AES-192 is not commonly used, and 

people tend to lean towards AES256. To use the algorithm for encryption data the 

process consists of 12 rounds for a 192-bit long key. AES-256: It uses a key 256 bits long 

for the encryption and decryption of messages. This block is more secure when compared 

to the AES-128 and AES-192 because of the long length of the encryption key. The 

longer the encryption key, the more difficult to hack [43]. AES-256 is consequently far 

more resistant to brute-force attacks than the two earlier blocks. AES is an asymmetric 

block cypher, which means that only the sender and the recipient of the message have 
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access to the secret key used for encryption and decryption. The key used to encrypt the 

communication is often the same key used to decode it at the other end. The procedure 

takes 14 cycles to employ for a 256-bit key to encrypt data. This demonstrates that the 

message was encrypted using one of the three encryption keys. The encrypted message is 

created in the "cypher text" and the encryption procedure is carried out in the “cipher” 

[8]. 

 

Figure 2.4 Flow of AES Encryption 

1. Sub Byte Steps 

This is the technique through which the text or data is encrypted and rendered 

unintelligible. The 16 inputs of the 4x4 matrix array are changed byte per byte during the 

sub bytes step. The sub byte S (i, j) is used to replace the (i, j) with the aid of an 8 bit 

replacement box. 
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Sub Byte 

 

 

 

Figure 2.5 Sub Bytes 

2. Permutation Steps 

Shift rows come next, after sub bytes. On the row's current state, this step operates. Every 

byte is left-shifted in a circular fashion. While the second, third, and fourth rows all move 

one byte to the left, the first row remains unchanged. The procedure is depicted in the 

following graphic. 

           No-change                          
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        Shift two 

         Shift three 

                                                          

Figure 2.6 Shift Row 

3. Mixing the Column Steps 

A fixed polynomial c(x) is multiplied with each column of the state in the mix columns 

step. We get a new matrix with 16 new bytes after the multiplication [8], [44], [45].  
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Figure 2.7 Mix Columns 

1. Add Round Key Steps 

With this stage, the text encryption process is finished. The state and the sub key is linked 

during this phase. Each cycle of the main key generates a sub key using Rijndael's key 

scheduling. The state's size and the sub key's size will be equal. Each byte of the state and 

the corresponding byte of the sub key are combined using bitwise XOR [44]. 

 

 

 

 

  

 

  

 

 

 

 

Figure 2.8 Add Round Key 
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2.1.4. RSA Algorithms 

Rivest-Shamir-Adleman, or RSA, is one of the most well-known asymmetric key 

algorithms for key exchange or data encryption. Two keys are used in asymmetric 

encryption; one is used for encryption and the other for decryption. When the key value is 

large, RSA security is improved. The key pair is made up of two very big prime numbers, 

the product of which yields [8]. Finding the N factorial is hence difficult if key is a large 

number. The RSA process is divided into three steps. There are descriptions of phases 1, 

2, and 3 of Encryption and Decryption. Key Generation Process of RSA. RSA involves 

two key public and private. Public used to encrypt the data and private use for decrypt the 

encrypted data [45]–[47]. 

The generation of key takes the following step: 

 Step 1: Select two prime numbers, x and y, and x ≠ y.  

 Step 2: Calculate n = x * y. Calculate φ (n) = (x -1) x (y -1).  

 Step 3: Select integer e such that GCD (e, φ (n)) = 1 such that 1 < e < φ (n).  

 Step 4: Calculate the private key, d = e^ (-1) (mod φ (n)). 

 Step 5: Then public key = {e, n}.   

 Step 6: Private Key = {d, n}.  

1. Encryption Process of the RSA 

Encryption is the process of converting plain text (original) message to cipher text 

(unreadable) form by using the formula. Encryption: C = m
e
 mod n. 

2. Decryption of  the RSA 

Decryption is process of converting unreadable data to original.Decryption:M = C
d
 mod 

n.  

Where M=plain text and C=cipher text. 

2.1.5. LZW Compression  

A type of lossless compression method called LZW shrinks files without sacrificing their 

quality. Abraham Lempel and Jacob Ziv were the authors, and Terry Welch later released 

it in 1984.It is the best way for all-purpose data compression since it is simpler and more 
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flexible than other lossless comparison methods. Compression also has no errors. The 

approach depends on the concept that integer codes take up less memory than string 

literals and has no effect on our data. The LZW algorithm first reads character sequences, 

groups them into strings of recurrent patterns, and then converts them. They are 

connected because both compression and encryption seek to reduce file size without 

compromising file quality [48], [49]. 

2.1.6. Text Security 

Security is by far the biggest issue with text storage. Security concerns are particularly 

common in the cloud computing environment since data is stored across several 

computers and storage media. Text security used in cloud computing is more complicated 

than text security used in more traditional methods. Because of this, the confidentiality 

must be ensured by the encryption and decryption procedures in order to shield our data 

from illegal access and alteration and to feel secure or confident about it being kept on 

the cloud [50]–[52]. 

Texts are used in a variety of applications, including the military, medical systems, 

classified papers, internet transmitted texts, and more. These texts are now given online 

from a variety of sources. Only users who have been verified should have access to or get 

these texts since they include certain important and secret information that has to be 

safeguarded from leakage [53]–[56]. 

AES and RSA are examples of symmetric and asymmetric encryption techniques. When 

we employ both of them, the data is more secure since only those who have been 

authenticated are allowed access [57]. 

2.1.7. Text Compression 

Text compression is either the act of compressing the original text into a straightforward 

symbol or the process of transforming texts into symbols that are smaller than the original 

text using certain encoding techniques. By using text compression, data may be 

transmitted using less bandwidth and in a smaller amount of space than before [58]. 

They come in two varieties: lossy and lossless compression. Lossless compression 

preserves the original data, or it can reduce the size of text without compromising the 
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quality of the text, whereas lossy compression results in some information from the 

original material are being lost. It uses text-based information. The most common 

techniques are run-length encoding, Huffman coding, Shanon Fanon, LZW, and 

arithmetic encoding. 

2.2. Related Works  

In the related works, different related researches which are the same area and scope are 

reviewed. There have been different researches done on the security of cloud storage with 

AES, RSA, and other algorithms for encryption /decryption purposes. Some of the 

research works which has been done in AES/RSA are stated as follows. 

2.2.1. Implementation using AES &RSA Algorithm 

In [59] the area of cloud computing data security, the study presents multiple advances. 

In order to improve the safety and confidentiality of data in the information center of the 

cloud server, it suggests a hybrid solution that combines stenography with standard key 

cryptography methods. To uphold the notion of data security, the division and merger 

concept is presented. To guarantee that only people with permission are allowed to see 

the encrypted data, the paper discusses access control and sensitive data segregation. An 

extra degree of security is provided by the application of public-key and symmetric-key 

encryption techniques. The efficiency gain of the suggested algorithms as a matter of 

runtime when compared to current encryption techniques is also highlighted in the 

conclusion. The lack of an evaluation and a comparison study, which would have offered 

stronger proof of the efficacy and efficiency of the suggested strategy, is one of the 

paper's shortcomings. High-level security by hybrid of public-key cryptography 

techniques is recommended to be investigated further. In general, the study advances the 

field of safe cloud data management; however, more investigation and assessment are 

required to fully confirm its efficacy. 

[60] The two modules that make up the suggested system are the upload and download 

modules. The Upload Module allows users to create encryption keys, securely upload 

files, identify themselves, and encode what they upload using their public key. While 

temporary documents are deleted, the data that has been encrypted is kept in the user's 

cloud document directory. Users can decrypt cloud data by entering their secret private 
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key and username in the Download Module. After decoded, the user receives a download 

link. Restrictions: Input Security during Upload: The fact that the data is first encrypted 

and then momentarily stored on the cloud presents one possible drawback. If suitable 

safety precautions are not in place, there is a chance that data will be open to assaults 

during this short window of time. Before uploading, the data should be encrypted to 

reduce this risk. 

[61] The work makes a contribution by emphasizing the necessity of adequate safeguards 

in cloud computing and the significance of encryption techniques in protecting cloud 

data. It offers a comparison of several algorithms according to a number of factors, 

including encryption time, memory usage, and execution time. Finding each algorithm's 

advantages and disadvantages through analysis makes it easier to choose the best 

protection strategy for the cloud. Restrictions: The paper's main shortcoming is that it 

solely compares the encoding methods that have been stated, ignoring other crucial facets 

of information safety including handling keys, authentication processes, and safe 

transmission protocols. A comprehensive strategy for cloud security of data would take 

these more variables into account in addition to the encryption scheme choice. 

[62] To overcome the drawbacks of utilizing RSA alone, the study offers a hybrid 

encryption method that combines the AES and RSA algorithms. This is a significant 

advance. The suggested technique mitigates the issues related to RSA restricted data 

limitation and high electrical usage and allows for the safekeeping of higher data volumes 

by utilizing AES encryption for the encryption of data and RSA to encoding its AES 

keys. The paper's disregard for outsiders watching the data encoding and upload process, 

however, could be a weakness. It is advised to utilize a Virtual Private Network, or VPN, 

to conceal the system's local addresses while uploading and encrypting data in order to 

increase security. By encrypting connection between the user's machine and the cloud, a 

VPN offers an additional layer of security, protecting the confidentiality and integrity of 

data while it is being transmitted. 

[63] In order to encrypt and decrypt image files of various sizes, the researchers in this 

work separately built the AES & RSA methods employing MATLAB. They discovered 

that the length of time needed for both algorithms' encryption and decryption increased 
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with file size. Both AES and RSA encryption processes, they found, typically required 

less time to complete than their decoding counterparts. They did point out, though, that 

RSA required less time to encrypt data than AES. RSA demonstrated greater speed and 

security, but AES scored higher when it comes of expense, safety, and execution, 

according to their evaluation. The research makes the argument that greater anticipated 

execution duration could arise from the use of a combination encryption algorithm that 

combines RSA and AES. But it's also anticipated to offer improved data security. 

Regretfully, neither the anticipated time frame nor the degrees of safety attained through 

the mixed technique are made clear in the study. 

[64] The proposed method combines data security and BWT compression, with 

compression levels based on file size and repetitive sequences. It addresses vulnerabilities 

related to key and plain-text attacks and is suitable for secure file transfer, cloud storage, 

messaging, IoT, finance, and healthcare. BWT lacks an adaptive dictionary, requiring 

character rearrangement and computationally intensive steps. LZW uses an adaptive 

dictionary-based approach, dynamically building during compression, capturing recurring 

patterns more effectively. This approach offers faster compression speeds and reduces 

computational complexity. 

[65] This thesis explores compression algorithms for time series data, comparing PMC-

MR and Swing filters. It suggests a hybrid approach, exploring alternative algorithms like 

Slide filter. The research also explores different data types, multivariate techniques, and 

timestamp compression beyond Gorilla. We recommend Lempel-Ziv-Welch (LZW) for 

text compression, as it efficiently encodes repeated patterns and Burrows-Wheeler 

Transform (BWT) for efficient encoding of repetitive patterns. Future research aims to 

advance time series compression and improve efficiency. 

[66] The paper discusses data compression techniques and their effectiveness. Huffman 

Coding is a superior technique due to its better compression ratio, while Arithmetic 

Coding is the most powerful but slower. Combining techniques can enhance compression 

ratios. Arithmetic Coding reduces channel bandwidth and transmission time. However, 

LZW compressions require a larger dictionary and text data characteristics. Cloud storage 

presents inherent risks, making the placement of sensitive data potentially risky. To 
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ensure comprehensive security, multiple measures, including access control, encryption, 

auditing, and redundancy, are essential. 

[5] This paper reviews challenges in enhancing cloud storage security, evaluates existing 

approaches, and discusses emerging technologies. The next stage of research aims to 

introduce a comprehensive framework that emphasizes integrated security layers in a 

dynamic and localized manner, providing security on demand. Customization of security 

measures based on specific requirements is crucial, and future research should focus on 

developing a tailored framework for diverse cloud systems and resources. we recommend 

Mega cloud .Mega cloud storage offers enhanced privacy and security through end-to-

end encryption, ensuring data is only accessible to the user. This provides greater control 

and ownership over data, unlike public cloud storage services. Mega also provides 

generous free storage, making it suitable for individuals or small-scale users with limited 

budgets, allowing them to store a substantial amount of data without additional costs. 

[44] In this study, the researchers focused on the security and encryption methods 

employed by ten mobile cloud storage applications, namely 4Shared, One Drive, Mega, 

SurDoc, Cubby, ADrive, Safe Sync, Team Drive, Wuala, and Just Cloud. The 

methodology involved analyzing intercepted communications to determine the encryption 

protocols used by these applications. The researchers utilized Wireshark to check for 

plaintext in the intercepted packets and employed a histogram analysis for text files. 

Additionally, various cryptography protocols were examined, including IPsec, AES 

encryption, SSL, and TLS. The findings revealed that 4Shared employed its own security 

cryptography protocol with 128-SSL encryption, Mega utilized AES-128-bit and RSA-

2048 encryption, and Just Cloud implemented 256-bit AES encryption. Other 

applications, such as Wuala, SurDoc, ADrive, and One Drive, also demonstrated 

encryption measures to ensure data security. From ten cloud storage application we select 

the mega cloud storage because it utilized AES 256 and RSA2048 and also we encrypt 

and decrypt the sensitive user data by using AES 256 and RSA2048.  

[45] The paper highlights the importance of selecting encryption techniques and key 

management in cloud storage services for system security, confidentiality, and privacy. 

Different levels of encryption provide varying protection against attacks. End-to-end 
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encryption mega cloud storage is effective, but server-side encryption be challenging. 

The findings help users choose the best service provider based on their security needs and 

data integrity.  

[8] Although the proposed system acknowledges the importance of implementing 

encryption and decryption techniques to secure data in the cloud, there are still areas that 

require further enhancement. The research suggests expanding the key length of the AES 

algorithm to enhance security, increasing storage node availability, minimizing memory 

usage, and reducing costs. Additionally, the system could benefit from selecting storage 

nodes from different cloud providers to diversify risk and optimize cost calculations. 

Furthermore, future work should focus on improving the speed of the decryption process 

and exploring compression techniques to reduce the size of cover images and the key 

length can be expanded using any other key generation algorithm. The AES algorithm uses 128 

bits. This includes ten rounds or cycles of AES algorithm. They recommend as, in future 

this can be extended to 192 or 256 bits. If 192 bit key is used, the number of cycles will 

be 12. When the key size is 256 bits there are 14 rounds. The increased key size can 

produce more number of keys and also the security can be enhanced. 

2.2.2. LZW Compression Algorithm 

Huffman encoding, arithmetic coding, run length encoding, entropy encoding, Lempel-

Ziv-Swelch, deflation and chain codes algorithm are types of lossless compression. From 

these compression LZW algorithm is the most in the terms of compression ratio, types of 

data compressed, and faster computation time. Moreover it is simple and good 

compression, dynamic code word table built for each files and decompression creates the 

code table.
 

2.2.3. RSA and AES Cryptography 

The RSA and AES cryptography or asymmetric and symmetric cryptography algorithm is 

used to make fast and more secure the data when we use the RSA for Encryption of the 

AES key and then after AES key is encrypted by RSA, the plain text message is 

encrypted by AES key already encrypted by RSA.so the combination of symmetric and 

asymmetric cryptography algorithm is more beneficiary than the single ones. When we 
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encrypt the data by AES we get 098765, and in RSA we get 0987654, but in hybrid 

means AES and RSA we get 09876509876, 

2.3. Summary of Related Work 

Table 2.2 Summary of related work 

References Title Contribution Limitation 

[59] Secure File Storage on 

Cloud Using 

Cryptography. 

The research proposes 

a hybrid solution that 

integrates stenography 

with conventional key 

cryptography 

techniques. 

The suggested 

strategy's efficiency 

could have been more 

robustly demonstrated 

through an evaluation 

and comparison study. 

[60] Enhancing The Data 

Security In Cloud By 

Implementing Hybrid 

(RSA & AES) 

Encryption Algorithm. 

The proposed system 

includes upload and 

download modules. 

The data is encrypted 

before being 

temporarily stored on 

the cloud, which may 

pose a potential 

security risk during 

upload. 

[61] Secure User Data in 

Cloud Computing  

Using Encryption 

Algorithms 

The work underscores 

the importance of 

robust security 

measures in cloud 

computing and the 

significance of 

encryption techniques 

in safeguarding cloud 

data. 

The comparison of 

encoding methods 

overlooks other crucial 

aspects of information 

safety, such as 

handling keys, 

authentication 

processes, and safe 

transmission protocols. 
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[62] A Comparative 

Analysis of 

Cryptography 

Algorithms:  

The study presents a 

hybrid encryption 

method that combines 

AES and RSA 

algorithms, using 

RSA alone. 

To protect data 

encoding and upload 

process from outsiders, 

it is recommended to 

use a Virtual Private 

Network (VPN). 

Generally: To securely store sensitive data on the cloud, several challenges must be 

addressed. Firstly, trust in the cloud's security is crucial. AES alone has limitations, such 

as the same key for encryption and decryption. RSA is suitable for small data sizes. 

Combining AES and RSA provides the best solution. However, uploading data exposes 

our location. Using a VPN hides our location, but it can introduce redundancy in the 

uploaded data. To overcome these challenges, a proposed approach involves creating the 

sensitive data, compressing it using LZW lossless compression. 
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CHAPTER THREE 

3. METHODOLOGY 

3.1. Introduction  

To meet the research objectives, a large number of publications, books, journals, and the 

internet where searched through. Materials on the use of cryptography techniques to 

safeguard user data stored in the cloud were also looked at. The proposed method 

confirms that different levels of confidentiality are enforced at the site of data processing 

using double encryption, and that unauthorized disclosure is prevented. This proposed 

system used a variety of methods to determine the security of user data kept on the cloud. 

The relevance of several components of the proposed system is described, as well as the 

techniques to be used in their design. It covers the study design, data types and sources, 

methods and techniques, algorithms, data analysis and presentation, among some other 

things. Cryptography is used to keep user data safe in the cloud. Python and other tools 

are used to implement Encryption. The method described in the study protects the data 

from unauthorized disclosure and modifications. Additionally, the method ensures 

availability and confidentiality. Data is better protected using the suggested hybrid 

method. As a result, it stands out. 

3.2. Methods for implementation 

This study used Python for implement a solution used hybrid (AES and RSA) encryption 

algorithms for data security. LZW lossless compression algorithm was used for efficient 

data storage. Mega cloud storage was used for secure storage, providing end-to-end 

encryption.  Cyber Ghost VPN was used to protect online activities and maintain privacy. 

These methods ensure data security, reduce size, and protect against unauthorized 

access.collect the data from individual(Daniel Moti ).  

3.3. Development Tools 

Different tools and libraries are used to perform the implementation and analysis results. 

In this paper, the python programming language, System type:64-bit operating system, 

x64-based processor; Edition: Windows 10 Pro, Processor: Intel(R) Core(TM) i3-8100 

CPU @ 3.60GHz 3.60 GHz ,Installed RAM: 4.00 GB (3.83 GB usable), System type:64-
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bit operating system, x64-based processor. This Research work explores cloud data 

security using various methods, techniques, and algorithms. 

3.2.1 Data set Description 

Cryptography algorithm is need a data or sensitive data to encrypt and decrypt that data 

for security. We have collected the sensitive data from Daniel Moti his project. The 

original PDF file consists of 80 pages and has a size of 4,616,263 bytes before 

compression. After compression, the file size reduced to 4,475,411 bytes. The content of 

the PDF file is a project titled "Design of Technology Integrated Shredder Machine" and 

was submitted to the Department of Mechanical Engineering at Gambella University by 

Daniel Moti Adudgna.  

3.4. Algorithm Implementation  

This study suggests that employing Hybrid (RSA and AES) encryption techniques in 

conjunction is one of the potential security measures for protecting cloud storage. A 

secure system may offer speed, scalability, and security, which is the recommended 

technique. The implementation of the two algorithms together is as follows: shipments to 

import: 
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CHAPTER FOUR 

4. PROPOSED SYSTEM AND ARCHITECTURE 

4.1. Overview  

The system, design, and architecture provided in this chapter are discussed in the 

methods section.  

4.2. Proposed System AES-RSA Design For Secure the User Data 

The AES-RSA technique is used to encrypt and decode provided data. Text files are 

encrypted using the AES technique, and the AES key is encrypted using the asymmetric 

RSA algorithm to prevent third parties from confirming the transfer between clients or 

clients and servers and to make it more difficult for attackers to access. In this approach, 

instead of using distinct stages for each stage of execution, the original data enters the 

system and is produced as encrypted data using an AES key and an encrypted RSA 

public key. The decryption procedure is completed at the receiver. The inverse of an 

encryption process is a decryption process. This encrypted data is decrypt using an RSA 

private key that is created by the sender to acquire the original file, which is the same size 

as the original data.       
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Figure 4.2 RSA Algorithm and Encryption  

 

 

 

 

 

 

 

 

 

      

 

Figure 4.3 Model Architecture of Secure User Data 
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provider (MEGA). On the receiver side, get the cipher text, decode the AES key using 

RSA, decrypt the cipher text using the AES key, decompress the text, and obtain the 

original text.  

During the receiver need to download the files from the cloud, we make use of the Cyber 

Ghost virtual private network (VPN) service, which can protect user information by 

encrypting internet traffic and disguising the user's IP address. It mainly concentrates 

on evaluating the effectiveness of text data encryption and decryption methods utilizing 

the AES and RSA algorithms, LZW compression, MEGA cloud storage, and Cyber 

Ghost VPN for safe storage and internet access. The paper highlights how these 

methods increase algorithm strength, key generation, and decryption speed to guarantee 

the security and privacy of sensitive user data. 

4.3. Experimental Setup  

The tools used for implementation were installed on a personal laptop computer Dell 11th 

Gen Intel(R) Core(TM) i3-1165G7 @ 2.80GHz 1.69 GHz Installed RAM 16.00 GB 

(15.7GB usable), 64-bit operating system, x64-based processor. The operating system is 

Windows 10 Professional, 64 bits. The latest version of Python 3.10. 

4.4. Implementation Algorithm  

Key Generation of RSA 

The RSA key pair produced by this script may be used to encrypt and decode data. To 

create the key pair, the script makes use of the RSA module included in the Crypto Public 

Key package. First, the Crypto Public Key package's RSA module is imported. The 

generate() function of the RSA object is then used to build an RSA key pair with a key 

size of 2048 bits. This produces a new RSA key object that contains the public and 

private keys. The script then employs its export_key() function to obtain the private and 

public keys from the RSA key object. The public key is taken from the public key() 

function of the RSA object and placed in a different variable, whereas the private key is 

directly retrieved from the RSA object and stored in a variable. 
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The script then saves the private and public keys to separate files with the names 

"Private.pem" sand "Public.pem," respectively.  

 

Figure 4.4 Key Generation of RSA 

To generate AES Key 

The receiver must compute the following fundamental phases in the keys generation 

process: Since we are using AES 256 keys on these theses, the first sender sends the 

original message, which is then XOR with the key and substituted using an S-box. Next, 

we shift the output of the S-box, after which we shift the mix columns and obtain the 

first's cipher text. Finally, we add the round keys, and we repeat the process up to 14 

rounds. Using the OS.u random() method, this script creates a 256-bit AES key and saves 

it to a binary file called "key.bin". 

Figure 4.5  Key generation of AES 
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To Encrypt the AES Key by Public Key of RSA 

This Python program imports an RSA public key from a.pem file, loads an encrypted 

AES key from a binary file called "encrypted_aes_key.bin," uses the RSA private key to 

decrypt the AES key, and then saves the decrypt AES key to the binary file 

"decrypt_aes_key.bin". The decrypt information is kept in the file 'decrypt_aes_key.bin'. 

Overall, utilizing an RSA private key to decrypt an AES key, this script offers a quick 

and effective method for doing so. The decrypt key can then be saved to a file and used to 

encrypt and decrypt data. 
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Figure 4.6  Encrypt the AES Key by Public Key of RSA 

To Compress Data by LZW loss less Compression 

This Python program imports data from the "WHO-COVID-19-global-data.csv" CSV 

file, transforms the data to a string, and then compresses the string using the LZW 

technique. The compressed string is then saved to the "compressed_data.bin" binary 

file.Using the write() method and the open() function in binary write mode, the 

compressed data is written into the file 'compressed_data.bin' for storage. Using the LZW 

method, this script offers a quick and easy approach to compress data without sacrificing 

data quality, which can result in large file size reductions. 

 

Figure 4.7  Compress Data by LZW loss less Compression 
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To Encrypt the Compressed by Encrypted AES  

This Python program loads the RSA private key from a.pem file, loads the encrypted 

AES key from a binary file called "encrypted_aes_key.bin," decrypt the AES key using 

the RSA private key, loads the compressed data from a binary file called 

"compressed_data.lzw," pads the compressed data to the block size of AES, creates an 

initialization vector (IV), and then encrypts the padded data using the AES With the use 

of an IV, this script offers a quick and easy way to encrypt data using AES-CBC mode 

with a decrypt AES key, protecting both the secrecy and integrity of the data. 

 

Figure 4.8  Encrypt the Compressed by Encrypted AES 

To Decryption of Encrypted Data 

This Python program loads the AES key from the 'aes_key decryption.bin' binary file, 

reads the encrypted data from the 'encrypted_data.bin' binary file, creates an AES cypher 



  

 
 

41 
 

object with the key and mode, decrypts the data using the cypher object, and saves the 

decrypted data to the 'decrypted_data.txt' text file. With the use of an initialization vector 

(IV) and an AES key, this script offers a quick and easy method for decrypting data that 

has been encrypted in the AES-CBC mode. This helps to protect the confidentiality and 

integrity of the data. 

 

Figure 4.9 Decryption of Encrypted Data 

To Decompression of Compressed Data 

This Python program loads the AES key from the AES_key decryption.bin' binary file, 

reads the encrypted data from the 'encrypted_data.bin' binary file, creates an AES cypher 

object with the key and mode, decrypt the data using the cypher object, and saves the 

decrypt data to the 'decrypt_data.txt' text file. AES-ECB mode is not as safe as other 

modes like AES-CBC since it might result in patterns in the encrypted data. This script 
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offers a quick and easy solution to decrypt data that has been encrypted using AES-ECB 

mode with an AES key. 

 

Figure 4.10 Decompression of Compressed Data 

4.5. Security proof  

AES-256 Security Proof: 

Key Schedule of AES-256: 

The key schedule of AES-256 expands a given 256-bit key into a set of round keys, 

which are used in the encryption and decryption process. The key schedule involves 

several steps, including key expansion, sub key generation, and round constant 

generation. Here is a simplified formula for the key schedule of AES-256: 

W [0] = First 32 bits of the 256-bit key 

W [1] = Next 32 bits of the 256-bit key 

... 

W [7] = Last 32 bits of the 256-bit key 

For i = 8 to 59: 
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if i mod 8 = 0: 

W[i] = W [i-8] ⊕ Sub Word (Rot Word (W [i-1])) ⊕ Rcon [i/8] 

Else: 

W[i] = W [i-8] ⊕ W [i-1] 

Here, Sub Word is a byte substitution operation that applies the S-box substitution to 

each byte of a word, Rot Word rotates the bytes of a word, and Rcon [i/8] is a round 

constant derived from the Rijndael's finite field. The symbol "⊕" represents the bitwise 

XOR operation. 

Round Function of AES-256: 

The round function of AES-256 is applied in each round of the encryption and decryption 

process. It consists of several operations, including byte substitution, shift rows, mix 

columns, and key addition. Here is a simplified formula for the round function of AES-

256: 

Sub Bytes (state) = Sub Word (state) =Apply byte substitution using the S-box 

Shift Rows (state) = Shift Rows (state) = Perform row shifting operation 

Mix Columns (state) = Mix Columns (state) = Apply column mixing operation 

Add Round Key (state, round Key) = state ⊕ round Key = Perform key addition 

Here, Sub Word is the byte substitution operation, Shift Rows shifts the rows of the state 

matrix, Mix Columns applies the column mixing operation, and Add Round Key 

performs the key addition operation. The symbol "⊕" represents the bitwise XOR 

operation. 

RSA Security Proof: 

The RSA Encryption Process: 

RSA encryption involves the use of a public key (N, e) and a private key (N, d). 

The public key consists of the modulus, N, and the public exponent, e. 
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The private key consists of the modulus, N, and the private exponent, d. 

To encrypt a plain-text message, M, using the public key: C ≡ M^e (mod N). 

The resulting cipher text, C, can be transmitted over an insecure channel. 

The RSA Decryption Process: 

To decrypt the cipher text, C, using the private key: M ≡ C^d (mod N). 

The original plain-text message, M, is recovered using the private exponent, d. 

Security of RSA: 

The security of RSA relies on the difficulty of factoring the modulus, N, into its prime 

factors. 

If an attacker can factor N and determine p and q, they can compute φ(N) and 

subsequently compute the private exponent, d, from the public exponent, e. 

However, factoring large numbers is believed to be a computationally difficult problem, 

especially when the numbers are sufficiently large (e.g., in RSA-2048, N is a 2048-bit 

number). 

Current best-known factoring algorithms, such as the General Number Field Sieve 

(GNFS), become impractical for large key sizes. 

. 
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CHAPTER FIVE 

5. RESULTS AND ANALYSIS 

5.1. Analysis of Results  

In this section, we have discussed experimental details and evaluation results of Securing 

user data stored on cloud and different experiments were carried out with AES,RSA and 

LZW Compression.  

5.2. Performance evaluation in python code result 

 

 

Figure 5.1 RSA Key Generation 

This Python program calculates the time required to produce each key pair using the 

Crypto.PublicKey module to generate RSA key pairs of various sizes. The findings are 

then plotted by the script using the Matplotlib package. 
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Figure 5. 2 AES Key Generation 

This Python program creates AES keys of various sizes, calculates how long it takes to 

create each key, and then uses the matplotlib module to visualize the data. 

 

Figure 5. 3 AES Key Encryption by RSA Public Key 
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This Python program calculates the amount of time it takes 

 

Figure 5.4 Data Compression by LZW 

To encrypt various-sized AES keys with an RSA public key, then uses the matplotlib 

module to visualize the findings. 

This Python program estimates the time it takes to compress data at each level using the 

zlib library, shows the results using the matplotlib library, and compresses data from a 

CSV file using various compression levels. 
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Figure 5.5 AES Encrypt the Compressed Data 

 

Figure 5.6 Compressed Data 

The compression technique and the amount of time it took to decompress the data are 

both displayed on the x- and y-axes of the bar graph, respectively.  

This program estimates the time it takes to encrypt the data at each block size, 

compresses the data using AES encryption, and then shows the results using the 

matplotlib package. 
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Figure 5.7 AES Key Decryption by RSA Private Key 

This Python program evaluates the amount of time it takes to decode AES keys of 

various sizes, graphs the results using the matplotlib package, and employs RSA 

decryption to do. 

 

Figure 5.8 Data Decryption Time of AES 

This Python program decrypt encrypted data with different block sizes using AES, 

calculates how long it takes to decrypt the data at each block size, then graphs the results 

using the matplotlib package. 

5.3 Discussion of Results  

The study's findings show that the suggested method is quick and secure. Implementation 

and performance analysis using Python 3.11 (64-bit) shows the efficacy of the suggested 

strategy. For implementation and performance analysis we use “Design of Technology 

Integrated Shredder Machine” project of data size of 4,616,263 bytes before compression. 

After compression, the file size reduced to 4,475,411 bytes. based on results, the 
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proposed algorithm improve the original RSA key generation time is 3.336312 second or 

100.00%,encryption time of RSA 0.015691 second or 0.00%,the decryption time of RSA 

0.015624 second or 0.00%,the encryption time of AES 0.000000 second or 0.00% and 

the decryption time of AES 0.000000 second or 0.00% but when we encrypt the by AES 

only, the encryption time is 0.07812s or 47.75% and the decryption time is 0.08546s or 

52.25 % as the result of this performance investigation, the proposed  hybrid (AES and 

RSA) algorithm is very fast and secure than the individual once. 

RQ1 Which algorithm is better for text encryption and decryption for text data security? 

 For encryption and decryption of sensitive user data we use AES and RSA 

cryptography algorithm. The encryption time of data by AES is 0.07812s. 

RQ2 Which algorithm is better for text compression and decompression to improve the 

performance and security? 

 We use LZW loss less compression. The compression of 4,616,263 bytes data is 

4,475,411 bytes when we compress by LZW loss less compression. 

RQ3 Which cloud storage provider are better for store user sensitive data? 

 We use Mega cloud storage for store our data. It provides safe end-to-end 

encryption to assist prevent a privacy compromise. 

RQ4 How we hide our IP-address when we upload our data to cloud or which VPN is 

more better? 

 We use Cyber Ghost VPN. It is useful tool for safeguarding user data by 

encrypting internet traffic, hiding the user's IP address, and watching out for 

online risks.
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CHAPTER SIX 

6. CONCLUSION AND RECOMMENDATIONS 

6.1 Conclusion of Research work 

In this research, our suggested technique is made more safe and quick thanks to 

improvements in algorithm strength, key generation, and decryption speed provided by 

hybrid (AES, RSA) and better encryption speed provided by LZW algorithm. The 

suggested technique can therefore be used in text security-demanding environments like 

hospitals and defenses. 

This study's goal was to assess the efficiency of text data encryption and decryption 

techniques. The study employed the hybrid (AES and RSA) encryption and decryption 

techniques as well as the LZW loss less compression and decompression algorithm. 

Additionally, the study assessed how well MEGA cloud and Cyber Ghost VPN worked 

for storing private user information and connecting to the internet, respectively. 

The study's main conclusions were that both AES and RSA or hybrid offered excellent 

levels of security for the encrypting and decryption of text data; with AES being quicker 

than RSA for big text data. So we take the advantage of both AES and RSA. For text 

data, LZW lossless offered the ideal compromise between compression ratio and 

decompression speed. Finally, for storing sensitive user data and connecting to the 

internet, MEGA cloud and Cyber Ghost VPN both offered excellent levels of protection. 

In general, the study advances knowledge of practical strategies for safeguarding text 

data as well as user security and privacy. 

The hybrid technique, which combines the Advanced Encryption Standard (AES) and the 

Rivest-Shamir-Adleman (RSA) algorithm, is widely used in modern cryptographic 

systems. Protocols like Transport Layer Security (TLS), Pretty Good Privacy (PGP), 

Secure Sockets Layer (SSL), and OpenPGP use this approach. TLS uses AES for 

symmetric encryption, while PGP uses AES for data encryption and RSA for key 

exchange and digital signatures. SSL provides a secure channel between web browsers 

and servers. 
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6.2 Recommendations and future work 

6.2.1 Recommendations 

 Strong Passwords: Encourage users to create strong, unique passwords for their 

accounts.  

 Regular Software Updates: Advice users to keep their operating systems, 

applications, and antivirus software up to date.  

 Secure Wi-Fi Usage: Encourage users to connect to trusted and secure Wi-Fi 

networks, especially when accessing sensitive information. 

6.2.2 Future works 

One may expand our algorithm in the Future research recommendations include the 

following: 

1. Performance assessment: Although the study evaluated the effectiveness of text data 

encryption and decryption algorithms, future research might concentrate on more 

thoroughly assessing these approaches' performance in various settings and 

circumstances. For instance, performance might be assessed using various text data 

formats audio, video, image, hardware, and software platforms. 

2. Alternative compression algorithms: Although it was shown that LZW LOSSLESS 

provided a reasonable compromise between compression ratio and decompression 

speed for text data, future study might investigate alternative compression algorithms 

and assess their efficacy for various types of text data. This could make it easier to 

find fresh, possibly more effective approaches to text data compression. 

3. Security risks and threats: Although the study emphasized the need for organizations 

to use strong encryption to guard against data breaches and unauthorized access, future 

research could concentrate on identifying and evaluating the particular security risks 

and threats that organizations face when dealing with text data. This could provide 

guidance for the creation of more focused security measures. 
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